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1. Set Timestamp server

Open Acrobat Reader DC.
1) Open the Preferences dialog box
2) Under Categories, select Signatures

3) For Document Timestamping, click More

Preferences X

Categories:

Digital Signatures
Commenting
Documents Ly Creation & Appearance

Full Screen
- Control options for signature creation

More...
- Set the appearance of signatures within a document

General
Page Display

30 & Multimedia Verffication
Accessibility
adobe Online Services - Control how and when signatures are verified e
Email Accounts
Forms

ldentity Identities & Trusted Certificates
Internet
JavaScript
Language
Messuring (20)
Measuring @3D) Document Timestamping
Measuring (Geo)
Multimedia (legacy) - Configure timestamp server settings e r—
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)

« Create and manage identities for signing

More...
- Manage credentials used to trust documents

Spelling
Tracker

Trust Manager
Units.

4) Select Time Stamp Servers on the left.

5) Click the New buttonI£iTi| . Type a name, and then type the server URL and then click OK.
Name: ADACOM TSA

Server URL: https://tss.adacom.com/qtss

Name  [ADACOM TSA

Server Settings

Server URL: |http s}_fa’tss.adacom.coma’qtss

[] This server requires me to log en

B


https://tss.adacom.com/qtss
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2.

Set a timestamp server as the default

Open Acrobat Reader DC.

Open the Preferences dialog box
Under Categories, select Signatures
For Document Timestamping, click More

Select Time Stamp Servers on the left.

Select the timestamp server, and click the Set Default button E-(

Click OK to confirm your selection.

Directory Servers '*JH New 7 Edit 5 Import /¥ Export & Removeaf}:’ Set Default
Time Stamp Servers | Name URL
- . R —
°ADA[0M hittpi tss.sdacom.com/gtss
Acrobat Security X

@) ~reyou sure you want to make this server your new default server? This timestamp
server will be used by default when signing.

3
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3. Necessary setting

1. Open adobe reader and select Menu - Preferences as shown below.

B «

s in Adobe Acrobat

User Guide ¢ Timestamp(TSA)JCC_i. X New document

Open_

Create PDF

Combine files

Save as..

Save as Text

Open recent files >

Convert to Word,

Protect Using Password

Reguest e-signatures

Share file

Print.. Ctri+P
Search >
Paste CirlsV
Undo, Redo & more >

View >

Disable new Acrobat Reader

Window >

Help >

Preferences.. CirleK
Protection >

Document properties.. Cil+D
Exit application crl+Q

Ctrl+0

shift+Ctri+s

Excel or PowerPoint

2. Choose Signatures - Creation & Appearance - more

2) Under Categories, select Signatures

Preferences
Categories:
Digital
Commenting
Documents Creation & Appearance
Full Screen
G . - Control options for signature creation
Enera - Set the appearance of signatures within a document
Page Display
Accessibility Verification
Adobe Online Services
Email Accounts - Control how and when signatures are verified —
Forms
Generative Al
|dentity |dentities & Trusted Certificates
Internet
JavaSeript - Create and manage identities for signing S
Language - Mansge credentials used to trust documents
Measuring (20}
Measuring (30) Document Timestamping
Measuring (Geo)
Multimedia & 3D - Configure timestamp server settings More_

Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)

Trust Manager
Units

lick OK.
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3. Select the CAdES-Equivalent option in the default signing format field

Preferences

Categories:

Documents
Full Screen
General
Page Display

Accessibility

Adobe Online Services
Email Accounts
Forms

Generative Al
Identity

Internet

JavaScript

Language
Measuring (2D)
Measuring (30)
Measuring (Geo)
Multimedia & 3D
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units

Commenting

: ’

Creation and Appearance Preferences

Creation
Default Signing Methed: ~ Adobe Default Security ~
Default Signing Format: dEs ~
When Signing:
[C) show reasons

) show location and contact information
18 Include signature’s revocation status
[ view documents in Preview Mode

Enable Review of Document Warnings:  When certifying 3 document  ~
Prevent Signing Until Warnings Are Reviewed:  When certifying a document

18 Use modern user interface for signing and Digital ID configuration

Appearances
New...
Edit.-
Duplicate
Delete
Help Cancel

4. Choose Signatures = Verification - more

Preferences

Categories:

Commenting
Documents
Full Screen
General
Page Display

Accessibility

Adobe Cnline Services
Email Accounts

Forms

Generative Al
Identity

Internet

JavaScript

Language

Measuring (2D}
Measuring (30)
Measuring (Geo)
Multimedia & 30
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)

Trust Manager
Units

Digital Signatures

Creation & Appearance

- Control options for signature creation
- Set the appearance of signatures within a document

Werification

= Control how and when signatures are verified

Identities & Trusted Certificates

- Create and manage identities for signing
- Manage credentials used to trust documents

Document Timestamping

= Configure timestamp server settings

More...

More...

More...

Mare_

Ok

Moare...

Cancel

Moare...

Moare...

Cancel
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5. And you select the settings according to the image below:

Preferences x

Signature Verification Preferences X

Categories

Commentit (8 verify signatures when the document is opened

Documents [ When document has valid but untrusted signatures, prompt to review and trust signers

Full Screen

General Verification Behavior

Page Displi When Verifying:

(") Use the document-specified method; prompt if unavailable

Accessibl o he doc fied method; if labl default hod

adobe Onli Use tl ument-specified methed; if unavailable, use ult metl

Email 2y (C) Always use the default method: Adobe Default Security ~ r
Forms

Generative B Require certificate revocation checking to succeed whenever possible during signature verification

Identil) B Use expired timesta

s S Ise expired timestamps

JavaScript [ Ignore document validation information

Language b

‘Verification Time Verification Information
Measuring
Measuring Verify Signatures Using: Automatically add verification information when saving
signed PDF:

Measuring © Time at which the signature was created

Mult!med\a o e T e © Ask when verification information is too big |
Multimedia in the signature O Always

Multimedia

Current time

Rea dmg O O Never

Reviewi

SE“E:IHE Windows Integration

earc. Trust ALL root certificates in the Windows Certificate Stare for:

Security

Security (B 18 validating Signatures

Signatures| () Validating Certified Documents

spelling

Tracker Selecting either of these options may result in arbitrary material being treated as trusted

Trust Mand «content. Take care before enabling these features.

Units

Cancel

— |

6. Finally, select Trust Manager and press the Update Now buttons as below.

Preferences X

Categories: Trust Manager
Documents PDF File Attachments
Full Screen {8 Allow opening of non-PDF file attachments with external applications
General
Page Display Restore the default list of allowed and disallowed file attachment types
Accessibility
Adobe Gnline Services Internet Access from PDF Files outside the web browser
Email Accounts Unless explicitly permitted, PDF files cannot send infarmation to the Internet.
Forms
Generative Al Change Settings
Identity
Internet Automatic Adobe Approved Trust List (AATL) updates
Javascript
Language I8 Load trusted certificates from an Adobe AATL server
Measuring (2D)
Measuring (30) [) sk before updating
Measuring (Geo}
Muttimedia & 3D Automatic European Union Trusted Lists (EUTL) updates 1
Multimedia (legacy)
Multimedia Trust (legacy) 8 Lozd trusted certificates from an Adobe EUTL server
Reading
Reviewing [ Ask before updating
Search
Security
Help
| Security (Enhanced)
Signatures
Spelling
Tracker
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4. Steps to digitally sign a pdf document
1. Connect the USB Token containing your digital signature to the PC.

2. Open the pdf file that you want to sign

3. Choose Tools and then the option Certificates

test.pdf - Adobe Acrobat Reader DC — O X
File Edit View Window Help
Home  Tools test.pdf @ A Sign In

Q |Search tools

74 GE & O

Comment Fill & Sign Edit PDF Export PDF Create PDF
(o ] (oo -] (oo [-] (o ] (oo -]

ek ™ e o 5

Combine Files Share Stamp Measure Certificates

[0 [] =i [0pn [] [0 [] =i

4. Choose “Digitally Sign”

test.pdf - Adobe Acrobat Reader DC - O *
File Edit View Window Help
Home  Tools test.pdf x @ A Sign In
; P = == T
® B8 =2 Q oy e e - kT 82 CED

I Certificates Q@ Digitally Sign :, Time Stamp Validate All Signatures
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5. Click “OK” to choose where you want to put your signature.

Acrobat Reader

@ Using your mouse, click and drag to draw the area where you would like the

W' signature to appear. Once you finish dragging out the desired area, you will be
taken to the next step of the signing process,

[]iDo not show this message again:

6. Draw the area to put your signature.

Home

7. Choose the Qualified Certificate that you want to use to sign the document and then click
“Continue”.

Tools

I Certificates

test.pdf - Adebe Acrobat Reader DC
File Edit View Window Help

test.pdf x ®

G B HE Q 1 A MO ® ox- @ P E_l_&
[%Tlmestamp
g B

i

=

€

Sign with a Digital ID b

Choose the Digital ID that you want to use for signing:

o l ® Maria Kalli (Windows Digital ID) View Details
B  Issued by: JCC Issuing CA for eSignatures, Expires: 2025.10.04

@ ( Configure New Digital ID ) ( Cancel )

2




PAYMENT
SYSTEMS

8. Choose “Sign”

Sign as "Maria Kalli"

Appearance  Standard Text

Maria
Kalli

) Lock document after signing

Review document content that may affect signing

Digitally signed
by Maria Kalli

Date: 2025.01.16
10:28:11 +02'00’

View Certificate Details

Review

9. Choose a new name and Save the Signed Document

Save As
< v T — > Documents >
Organize ¥ New folder
5 Home Name -
) Gallery | Captures

Custom Office Templates
» @ OneDrive - Persi

—| Documents &

Pictures »

Captures &

Date modified

= &

Type
File folder

File folder

Search Documents

I
4

File name: | Contract_392384_signed.pdf

Save as type: Adobe PDF Files (*.pdf)

A Hide Folders

Save

Cancel

10. Type the password of the USB token and click “OK”

';-;3;' Token Logen

SafeNet Authentication Client

gemalto’

Enter the Token Password

Token Name:

Token Password:

Card #976C20CDF

Current Language: EM
This is an unlicensed copy for evaluation use only._

Cancel
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5. Signature validation
1. Open the pdf file that you want to validate the signature

2. Check at the top that a green check mark is shown saying that “Signed and all signatures are
valid”

= menu {3 Y¥ Contract 392384 signe. X | + Create

E

Signature Panel

3. Click “Signature Panel” to open the details of the signature on the left and check:
- The signature details
- Thatis LTV enabled and timestamped.
- Thatis a Qualified Electronic Signature according to EU Regulation 910/2014
@ #f  Signin — a X

Find text ortools Q, @ ifp = @. & =N

v&& Rev. 1: Signed by Maria Kalli @

Signature is valid: [
Source of Trust obtained from European Union Trusted Lists (EUTL

This is a Qualified Electronic Signature according to EU Regulation 910/2014

Document has not been modified since this signature was applied a
Signed by the current user

The signature includes an embedded timestamp.

Signature is LTV enabled

> Signature Details
Last Checked: 2025.0116 10:34:26 +02'00'
Field: Signature2 on page 2

Click to view this version




